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Online Privacy Policy 
OUR ONLINE PRIVACY PRACTICES 

Keeping financial and personal information secure is one of our most 
important responsibilities. Community West Credit Union is committed to 
protecting the information of our members and other visitors who use 
our website and mobile applications. We value your trust and handle all 
personal information with care. As with information we collect through 
other means, we use the information you provide online to respond to 
your needs, service your accounts, and provide you with information 
about other services. 

SECURE TRANSMISSIONS 

To ensure information remains confidential, Community West Credit 
Union uses encryption technology such as Secure Socket Layer (SSL) to 
protect information you enter and submit from our website. 

EMAIL SECURITY 

Regular Internet email is not secure. You should never provide 
information that is sensitive or confidential such as your social security 
number, account number or PIN. We also ask that you do not send 
personal or account Information through regular email. 

COOKIES 

Cookies are pieces of information stored directly on the device you are 
using. Cookies we use do not contain or capture unencrypted Personal 
Information. Cookies allow us to collect information such as browser type, 
time spent on the site, pages visited, language preferences, and your 
relationship with us. We use the information for security purposes, to 
facilitate navigation, to display information more effectively, to 
personalize/tailor your experience while engaging with us, and to 
recognize your device to allow your use of our online products and 



services. We collect statistical information about the usage of the site to 
continually improve the design and functionality, to monitor responses to 
our advertisements and content, to understand how account holders and 
visitors use the site and to assist us with resolving questions regarding the 
site. We also utilize cookies for advertising purposes. Tracking 
technologies also used are beacons, tags, pixels, and scripts to collect and 
track information and to improve and analyze our website. 

LINKING TO OTHER SITES 

To provide you with easy access to information, Community West Credit 
Union may provide links to other websites such as mortgage companies, 
insurance companies, government agencies. These links are provided as a 
convenience to our members. We do not guarantee or endorse any of the 
content in these links, and Community West Credit Union does not 
represent either the third party or the member if the two enter into a 
transaction. The privacy and security policies on these linked websites 
may differ from those practiced by Community West Credit Union. We 
encourage you to read the privacy policies of all websites you visit, 
especially before providing any personal non-public information. 

GOOGLE ANALYTICS 

Many websites and apps use Google services to improve their content. 
When they integrate Google services, these sites and apps share 
information with Google. We use Google Analytics to better understand 
how users are visiting and using our sites. Google Analytics collects 
information such as how often users visit this site, what pages they visit 
when they do so, and what other sites they used prior to coming to this 
site. Google Analytics collects the IP address assigned to you on the date 
you visit this site, rather than your name or other identifying information. 
We do not combine the information collected through the use of Google 
Analytics with personally identifiable information. Although Google 
Analytics plants a cookie on your web browser to identify you as a unique 
user the next time you visit this site, the cookie cannot be used by anyone 



but Google. You may review further information about how Google 
Analytics collects and processes data and how to control the information 
sent to Google at “How Google uses information from sites or apps that 
use our services” at google.com/policies/privacy/partners/. 
 

PRIVACY POLICY 

To learn what Community West Credit Union does with your personal 
information please view our Privacy Policy or contact us by mail, phone, 
or email. 
 

https://google.com/policies/privacy/partners/
https://www.communitywestcu.org/privacy-policy/


Effective Date:   06.11.2024 
 
BIOMETRIC INFORMATION PRIVACY POLICY AND CONSENT 
Scope and Overview 
This policy outlines how Community West Credit Union, its vendors, and/or the licensor 
of the Community West Credit Union’s consumer verification software processes 
biometric data collected from you for identity verification and fraud prevention 
purposes.   
 
Biometric Data Defined 
As used in this policy, biometric data includes “biometric identifiers” and “biometric 
information”. “Biometric identifier” means a retina or iris scan, fingerprint, voiceprint, 
or scan of hand or face geometry. As the term is used in this policy, the selfie 
photograph you upload to the software for use in the biometric algorithm is considered 
a "biometric identifier."  “Biometric information” means any information, regardless of 
how it is captured, converted, stored, or shared, based on an individual’s biometric 
identifier used to identify an individual.   
  
Disclosure and Authorization Policy 
To the extent that Community West Credit Union, its vendors, and/or the licensor of the 
Community West Credit Union’s consumer verification software collect, capture, or 
otherwise obtain biometric data relating to a consumer, Community West Credit Union 
must first: 
  

Inform each consumer that Community West Credit Union, its vendors, and/or 
the licensor of the Community West Credit Union’s consumer verification 
software are collecting, capturing, or otherwise obtaining the consumer’s 
biometric data, and that the Community West Credit Union is providing such 
biometric data to its vendors and the licensor of the Community West Credit 
Union’s consumer verification software; 
  
Inform the consumer of the specific purpose and length of time for which the 
consumer’s biometric data is being collected, stored, and used; and 
  
Receive consent by the consumer authorizing Community West Credit Union, its 
vendors, and/or Community West Credit Union’s consumer verification software 
to collect, store, and use the consumer’s biometric data for the specific purposes 
disclosed by the Community West Credit Union, and for Community West Credit 
Union to provide such biometric data to its vendors and the licensor of the 
Community West Credit Union’s consumer verification software. 
  
Community West Credit Union, its vendors, and/or the licensor of the 
Community West Credit Union’s consumer verification software will not sell, 
lease, trade, or otherwise profit from employees’ biometric data; provided, 



however, that the Community West Credit Union’s vendors and the licensor of 
the Community West Credit Union’s consumer verification software may be paid 
for products or services used by Community West Credit Union that utilize such 
biometric data. 

  
This policy is intended to comply with all federal, state, and local laws.  
  
Purpose for the Collection of Biometric Data 
Community West Credit Union, its vendors, and/or the licensor of Community West 
Credit Union’s consumer verification software collect, store, and use biometric data 
solely for identity verification and fraud prevention purposes. 
  
Disclosure 
Community West Credit Union will not disclose or disseminate any biometric data to 
anyone other than its vendors and the licensor of the Community West Credit Union’s 
consumer verification software providing products and services using biometric data 
without/unless: 
  

First obtaining consumer consent to such disclosure or dissemination. 
  
The disclosed data completes a financial transaction requested or authorized by 
the consumer; 
  
Disclosure is required by law or ordinance; or 
  
Disclosure is required pursuant to a valid warrant or subpoena issued by a court 
of competent jurisdiction. 

  
Security 
Community West Credit Union shall use a commercially reasonable standard of care to 
store, transmit and protect from disclosure any biometric data collected. Such storage, 
transmission, and protection from disclosure shall be performed in a manner that is the 
same as or more protective than the manner in which Community West Credit Union 
stores, transmits and protects from disclosure other confidential and sensitive 
information, including personal information that can be used to uniquely identify an 
individual or an individual’s account or property, such as genetic markers, genetic 
testing information, account numbers, PINs, driver’s license numbers and social security 
numbers. 
  
Retention 
Community West Credit Union shall retain consumer biometric data only until, and shall 
request that its vendors and the licensor of Community West Credit Union’s consumer 
verification software permanently destroy such data when, the first of the following 
occurs: 



  
The initial purpose for collecting or obtaining such biometric data has been 
satisfied, such as verification of consumer identity; 
  
Request of consumer to destroy the biometric data; or 
  
Within 30 days of consumer’s provisioning of biometric data. 

 
Contact Information 
If you have any questions about our use, storage, or security of your biometric data you 
can contact us at contactcenter@communitywestcu.org.  
  
BIOMETRIC INFORMATION CONSUMER CONSENT 
As outlined in the “Biometric Information Privacy Policy”, I understand and consent to 
the collection, use, retention, storage, and/or disclosure or re-disclosure of data or 
images from biometric verification technology by Community West Credit Union, its 
vendors, and/or the licensor of the Community West Credit Union’s consumer 
verification software.  I acknowledge that I have been given a copy of the Policy, or that 
the Policy has been made accessible to me, and I have had an opportunity to review it 
and request any additional information concerning the Community West Credit Union’s 
procedures and safeguards for collecting, maintaining, using, disclosing, sharing, storing, 
and/or destroying this data. 
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